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CNMUKEPDbI KPYTJIOTO CTOJ1A:
LIST OF PARTICIPANTS WE ARE HONORED TO INVITE AS SPEAKERS:

Professor Harvey Wolf Kushner

Chairman of the Criminal Justice Department and a
Professor of Criminal Justice at LIU Post, Brookville, New
York. Internationally recognized expert on terrorism.
Kushner has authored numerous columns, editorials, and
six books, five of which focus on the pervasive problems
inherent in international and transnational terrorism. His
best-seller Encyclopedia of Terrorism has won numerous
awards.

Dr. Oleg Maltsev

Author, criminologist, security expert, psychologist,
photographer, and investigative journalist. He is a
member of the presidium and academic researcher at
the European Academy of Sciences in Ukraine (EUASU)
and a member of the Ukrainian Academy of Sciences.
He is an author of numerous books in areas such as
applied history, sociology, depth psychology, philosophy,
criminalistics, and criminology. He is an editor of several
interdisciplinary peer-reviewed journals.

Professor Kathleen M. Carley

Professor in the School of Computer Science in the
Carnegie Mellon Institute for Software Research at
Carnegie Mellon University and also holds appointments
in the Tepper School of Business, the Heinz College, the
Department of Engineering and Public Policy, and the
Department of Social and Decision Sciences. Director,
CASQOS Center at Carnegie Mellon University. Co-Director,
Social Cyber-Security Working Group




Massimo Ortolani

Economist and economic consultant. He has been
working in the ENI group, Mediocredito centrale and
Unicredit group, with assignments mostly focused on
international activities, assessment of geopolitical country
risk and evaluation of investment projects. He has also
worked as consultant in Latin America for UNIDO, and in
Kazakhstan within EU programs. During the last decade
has been focusing its research studies on geoeconomic
risks, also as a lecturer on Economic Intelligence at the
Tor Vergata University and Link Campus University of
Rome. He is the author of “Economic Intelligence and
Geoeconomic Conflict”, among many other works.

Oliver Pahnecke

PhD candidate at Middlesex University. He obtained his
LLM in International Business Law at Central European
University, Budapest, and works as a fair trial expert for
international organisations. He works as a rule of law
expert for international missions and as a consultant for
technical co-operation and finance.

Andrew Hoskins

EUASU Academician, Interdisciplinary Professor of Global
Security in the College of Social Sciences, University
of Glasgow UK. His latest book (with Matthew Ford) is
Radical War: Data, Attention & Control in the Twenty-First
Century (Hurst/OUP). He is founding Co-Editor-in-Chief
of the Cambridge Journal of Memory, Mind & Media
(2021-), founding Editor-in-Chief of the Sage Journal of
Memory Studies (2008-), and founding Co-Editor-in-
Chief of the Journal of Digital War (2020-).
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Prof. Vitalii Lunov

Associate Professor in Bogomolets National Medical
University. Presidium member and academician of
European Academy of Sciences of Ukraine, Member of
the American Psychological Association, the American
Academy of Clinical Psychology, World Federation for
Mental Health (USA), and the European Academy of
Natural Sciences (Hannover, Germany).

Costantino Slobodyanuk

Presidium Member of EUASU. Associate fellow of the
Ukrainian Academy of Sciences. Head of the Strategic
council of the Information Security Institute. Head of
Civil Society Organization Kavalyer. Editor-in-chief of
the Newspaper Unsolved Crimes. He is engaged in the
studies of online reputation management and security
of enterprises.

Olga Panchenko

Corresponding Member of EUASU, attorney, and Director
of Redut Law Company. n An associate fellow of the
Ukraine Academy of Sciences. Chief editor of the
Newsletter on the Results of Scholarly Work: in sociology,
criminology, philosophy and political science. Journalist
of the newspaper Unsolved Crimes. Presidium member
of Odessa Scientific-Humanitarian Society and Historic-
Literature Scientific Society.

Pavio Pedina

EUASU expert, expert in finance, banking, insurance, and
asset valuation. Financial consultant. Investment adviser
for Slav Invest, financial director of MANORM Holding,
and the head of the Paradox Credit Protection Society.



PE3O/IIOONA KPYIJIOTO CTOJIA

«HoBas mapagurma 6e30nacHOCTH s (MHAHCOBBIX YUPeXKIeHUIT»
(27.03.2023)

JlaHHBII [JOKYMEHT MpencTaBisieT co0O0li KpaTKoe M3/IOXKeHIE, BBIBOJBI U
OCHOBHBIE aCIIeKThl MEX/[YHaPOJZHOTO HayYHO-IIPAKTUIECKOTO KPYIJIOTO CTOJIA,
KOTOpPBIIT cocTosicsi B (popmare online 27 mapra 2023 roma Ha mmatdopme
Information Security Institute (ISI). B pamkax manHOro MeponpusATusa ObUIN
pPacCMOTpEHbl HEKOTOpble 13 Hambo/ee aKTyaJbHBIX BOIIPOCOB, KOTOPBIE
KacarTcs 0e30IIacCHOCTY ¥ KIIIOUEBBIX YA3BMMOCTEN B (MHAHCOBOM CEKTOpe, a
MIMEHHO:

1. Kak croutr oTHOCUTBCS K KOepOe30macHOCTH, YUUThIBasA TOT (AKT, YTO
HECMOTPSI Ha MHOTOMIWIIVOHHBIE BIMBAHNSA, 9TOT MHCTPYMEHTApUIl TaK U He
pelT KII049eBbIX IpobIeM B OTpacin?

2. Kakmm o6pasom conuanpHas KubepbesomacHOCTh (Kak HOBOe
MEXUCLMIUVIMHAPHOE HAay4YHOe HaIlpaB/lIeHle) MOXKeT IIOMOYb pas3pelnTb
KOpPHEBYI0 Ipo6/ieMy B PMIHAHCOBOM CEKTOpe?

3. Kak MoxxeT BBIIVIAfIeTh HOBas Mapajgnrma 0e30macHOCTU B (PMHAHCOBOM
cektope? Kakme TpeboBaHUs HEOOXOAMMO MpPENbSBUTh K HOBOIW MapagurMe,
4TOOBI Ha 3TaIle IPOEKTVPOBAHNA He JOIYCTUTh OLIMOKY?

4. Kaxk Moria 6bI BBIIIAZETh COOTBETCTBYIONIAS TPOrpaMMa J/Isl TOBBIIIEHNA
kBammduranum CISO (chief information security officer) mna ¢unancoBbIx

CTPYKTYp?

5. Kakme otpacmm, Kpome (QUHAHCOBOI, CETOTHSA OCTPO HYXXJAIOTCA B
aHAJIOTMYHOM TIO[IXO/Ie /ISl pasdpellieHs] CBOUX TEXHOMOTUYEeCKUX PpobiemM?

CerogHss MBI HAaXOAMMCS B YHUKAJIbHOM MCTOPMYECKON TOYKe, KOIZa
IpefcTaBUTEeNM KPYIHENIINX KOHCanTMHrosbix Kommanuit (McKinsey&Co),
«bonpIrass yeTBepkar» ayauropckux kommnanuit (Deloitte, PWC, KPMG, EY) u
nenbiil psap npoduibHeIX cTpyKTyp (Merrill Lynch, Information Security Media
Group, Proofpoint, Cyber Security Hub) BbIHY>X[ileHHO NPM3HAOT CIEYIOLIVIA
¢dakT: HeOOXOAVMO He TO/NbKO IOCTPOUTb HOBYIO IApafinrMy 0e30IacHOCTH,
HO U HalTM pellleH)e II0 MUHMMM3ALUY BIUSAHMSA Ye/IoBe4ecKoro (pakTopa Ha
ycrex 6usHec-cTpyKTyp. [logpo6HbIe cTaTucTMYeCKNe JaHHbIE YKa3aHHBIX BBIIIIE
CTPYKTYP MBI PACCMOTPUM BO BTOPOM pasfiesie pe30TIoIIL.

Ba)xHO OTMETUTH K/IIOYEBYI TEHIEHLMIO — HECMOTPA Ha AaKTUBHBIN pPOCT
oTpaciu KubepOe3omacHOCTY, TeXHONIOTMYECKNX IPoOIeM U yA3BUMOCTEN B
cucTeMe 6e30MacHOCTY (PMHAHCOBBIX MHCTUTYTOB He CTAHOBUTCS MeHblIe. Kpome
TOTO, IO MHeHMI0 3KcrepToB VHcTuTyTa VHDOpManmonHoi 6e30omacHOCTH B
¢uHaHCOBOM cekTope mopsanka 80% IpecTyIUIeHUI OCTAITCA «3a KajjpoM». B
pasHBIX CTPaHaX OHM MOTYT IO-Pa3HOMY KBaIMQPUIVIPOBATHCSA C TOUKY 3PEHMS



JIOKAJIbHOTO YTOJIOBHOTO 3aKOHOAATeNNbCTBA. OHAKO Y BCeX TUX IIPeCTYIIEHMIA
eCcTb 2 OoO0IMX NpU3HaKa: NMPUYMHON STUX HPECTYIUIEHUI SBIAIOTCA MO0
VIHCalilepcKue yrpossl, MO0 OMIMOKMY, JONyILeHHble COTPYSHUKaMM (pUHAHCO-
BBIX CTPYKTYP. K co’xaneHno, 3T npecTynaeHns HUKOTTia He CTAaHYT I0CTOAHMEM
OOIIeCTBEHHOCTY ¥ TIOTOMY, JUIsI SKCIIEPTHOV Cpenbl OHM Bcerga Oymyr
HaXOIWTHCA B «C/Ie1o¥ 30He». C IPyroi CTOPOHBI, HOHATHBI IIPUYVHBI I MOTVBBI
eicTBMIT GPMHAHCOBBIX MHCTUTYTOB. /If06as ormacka mogoOHbIX CIydaeB IPO3UT
Cepbe3HbIMM PENyTAIMOHHBIMU pUCKaMM. B OONMbIIMHCTBE CydaeB MOJOOHBIE
KeJICBl paspellalnTcs B HOCYyReOHOM IOpsfKe YperyIMpoBaHNUA CIOpPOB, B
JaCcTHOCTY, Onarofapss MeXaHM3My Mepuanuy. Takum oOpasoM, MBI MOXeM
HaOJTIOfIaTh JIUIIb BEPIINHY aricOepra TeX peajbHbIX TEXHOIOTMYECKUX IPobieM,
C KOTOPBIMM CTA/IKMBAETCS ©XKEeTHEBHO (PMHAHCOBBIN CEKTOP.

MexpyHapOo[HbII Hay4YHO-IIPAKTUYeCKUIl Kpyriblil cton «Hosasa nmapagurma
6esomacHOCTM [yIsi (PMHAHCOBBIX YYPEXAEHWUI» CO3[jal BCe HeoOXOmuMMbIe
yCIOBUA /1A KOHCTPYKTMBHOTO 9KCIIEPTHOTO AMaora Ha IpeAMeT paspelleHns
TEKYIIVX BBI30BOB B oTpaciy Oe3omacHocTy. Kpome TOro, MOMEHT NpoBefjeHIs
KPYIJIOTO CTO/Ia COBHAJI C ABYMS HEOPAVHAPHBIMU COOBITVAMU B (PMHAHCOBOM
cektope. Heoxxnpanuslit ¢prHaHCOBBIN Koytanc amepukanckoro «Silicon Val-
ley Bank» n mBeriapckoro «Credit Suisse» cTan JOIOTHUTENTBHBIM MapKepoM
COCTOSIHMS TYpOY/IEHTHOCTH, B KOTOPOM Cef4aC HaXOAMTCSA MeX/IyHapOIHBIN
(dbMHaHCOBBIN PBIHOK. B ouepenHOI pa3 BceM CTaso OYEBUIHO, YTO CETONHS HET
HeTIpUKacaeMblX, a 4elIoBe4eCKMit (PakTop Kak U Mpex/e, MOXKeT UMeThb daTaib-
HOe B/MsIHME Ha CyabOy pasnmmyHbix 6msHec-cTpykTyp. Cepus ommooK,
MOIYIIEHHBIX COTPYJHMKAaMM Ha YPOBHE CTPATeIM4eCKOrO0 M TaKTUYECKOTO
yIpaBleHNs, MOXKET OTIIPaBUTh Ha THO He TONBKO CPESHMX ¥ HeOOJBIINX
UTPOKOB, HO U TaKUX TsDKE/IOBeCOB B OaHKOBCKOi cdepe kak «Silicon Valley
Bank» n «Credit Suisse».

KnroueBrpie BbIBO/JbI 11O UTOT'aM KPYIJIOTrO CTO/Ia

Boisop #1: [IporpaMMbl 10 MUHUMM3AIUY BIVSAHUA YelToBeYeckoro dakropa
IIOJDKHBI 3aHATD OHO U3 IIEHTPAJbHBIX MECT B HOBOJ Iapagurme 6€300acHOCTI.

Ha npoTskeHuu MHOTHX JIET 3aIlafHble CIIENMaIICThI B 00/1acTy 6€30IacHOCTH
IPUHMMAIN B KayeCTBe aKCMOMBI «ITIABEHCTBO TEXHOJIOTMIT HaJ| YeJIOBEYeCKUM
dakropom». DakTnyeckas MpakTuka B chepe 6€30MaCHOCTY yKa3bIBaeT Ha TO,
4TO 6e3 paspelnieHns MpobIeMaTKN YeT0Be4ecKOro GaKTopa, TeXHOIOTMYeCKue
pelLlIeHNs He B COCTOSIHUM 00ecIeunTh 6e30MacHOCTh PMHAHCOBBIX CTPYKTYP. B
X0Jie KPYIJIOTO CTOJIa SKCIEPTHI He TOJIbKO eAVHOIIACHO MPUIIUIN K KPUTUYECKO
B)XHOCTM Pa3pabOTKM IIPOrPaMMBI II0 MMHUMU3ALVY YelT0BeYecKoro Gakropa,
HO ¥ OOCYIWIM NPUHLMIIMATBHYI0 MOJENb IIOCTPOEHMs TaKoil MporpaMmbl. B
JaCTHOCTY, BO BpeMs foknaga Dr. Omer ManpeB IpeacTaBi MOJeNb, COCTOS-
I[yI0 M3 TpeX 3/IeMEHTOB, KOTOpPble MO/DKHBI CYIECTBOBATH €JVHOBPEMEHHO
BHYTpM J000il OpraHmM3anuy wiM OU3HEC-CTPYKTYPBl MO IMOCTPOEHMUS
MakcUManbHO 3¢ deKTUBHON cucTeMbl OesomacHocT: «Heobxooumo obecne-



YUMb HAy4HOe HAOII00eHUe 3 NOMEHUUANLHOL NpectmynHoil cpedoti (nocmosHHoe
usyueHue U aHanus); Heo6xo0uUmo co30amv 0moenvHuLL MPeHUPOB8OUHDLL UeHMP, 20e
n0020moeneHHvle MeHeoHepbl, 6e3 UCNONb30BAHUT KAKUX-TTUO0 00U4e00CynHbLX
npoepamm, OyOoym yuumv Cc60UX COMPYOHUKOS; HE0OX00umo obecneuums
pe2ynapHoe nosviuieHue ypOSHS n0020MOBKU 0MOENbHbIX COMPYOHUKOE KOMNAHUU
(special unit), max kax nomeHUUANvLHLIL KPUMUHATIbHOLYL d7eMeHmM, a MAaKxice
CaM KPUMUHATL CB0Ll YPOBeHb N0020MOBKU NOBLIUANM NOCMOAHHO. B ocHose
nocmpoeHust cucmemvl 0e30NACHOCIU  JIEHUM KOMNemeHmHOCMb ntodeti —
MONLKO MAK MONHO IPPeKMUBHO 3aUUULAMbCA KAK O 8HEWHUX, MAK U Om
BHYMPEHHUX Y2PO3».

BroiBop #2: HoBas mapagurma 6e300acHOCTY O/DKHA ObITh cOalaHCUPOBAHHOM

KnbepbesonacHoCTh M cucTeMa IO MUHUMM3AIVM 4eIOBEYeCKOro (akropa
ABNIAIOTCA [IBYMsS LEHTPAJIbHBIMM 97IeMEHTaM) B HOBON mapagurme. OHu
ABJISAIOTCSA B3aMMOJIOIIONTHAOIIVMY, @ He B3aVMOVCK/TIOYAIOUTVIMY 9JIeMEeHTaMMI.
JIrobass mombITKa HApyWUTh 9TOT OamaHC OyhgeT HPUBOAUTD K WJUIIO3UU
6e30IacHOCTH, 9TO Bcerpa IMPUBOAUT K KpaiflHe HeraTMBHBIM IOCNIENCTBMAM U
HOBBIM (PMTHAHCOBBIM KOJITAIICAM.

B vacTHOCTH, B cBOeM Joknaje utanbaHckuit mpogeccop Massimo Ortolani
oTMeTW:  «B  HedasHem  uccnedosamuu, — nposedeHHom  VImanvauckoil
accoyuayueii komnanuii no kubepbesonacsocmmu “CLUSIT REPORT 20237,
OviU npedcmasnervl cnedyoujue 6vl600bl: O4eHb 8ANCHO HAUMU OANAHC MeHOy
nepeocmeneHHo 8aiHOCMbIO 4es06e4eck020 Pakmopa u ycunusamu no 6opvoe c
KubepnpecmynHocmoio, KOmopbvle no-npexcHemy 00N#HbL 6y0ym ONUpamvcs HA
UCNONIb308AHUE MEXHONOZUMECKUX UHCIMPYMEHIN08 U NPUONeHUL 015 obecnete-
HUST COOTNBEMCNEUs».

BeiBop #3: Heobxogumo B Kparyayimye CpOKM pa3paboTaTh HNPUKIALHYIO
IPOrpaMMy 110 MUHUMU3AINY BAUAHNA YeI0BeYeCKoro ¢hakTopa.

[Tono6nasa mporpamma, 6€3yc/lI0BHO, JO/DKHA OBITh MYIBTUAUCINUIUIVHAPHOIL.
Kak otrmernn B cBoem pokmane Dr. Omer Manbues: «CospemenHas napaouema
besonacHocmu He C643aHA CO CHeyuanusayueil, NOMoOMy 4Mo 6 Haulem
MPAHCHOPMUPYIOULEMCST MUDE MOXEm NPousotimu éce umo y200Ho. Cneyuanucma
6 ob6nacmu 6e30nacHOCMu U320MaAsBIUBam Kak 00poeoil Kawu K 00po2omy U
cnoxcHomy 3amky. Kapvepa maxozo cneyuanucma oeuxcemcs om npuobpemenuss
HABbIKOB U NOBbIULEHUS YPOBHS NO020MOBKU K YPOBHIO npenodasamend / IKkcnepma
u oanee osuxemcs x yueHomy. Hukaxas opyzas cucmema 6e30nacHocmu cezooHs
He A6semcs IPPeKMUBHO».

ITpodeccop Andrew Hoskins noguepkHy/ JOIOTHUTENIBHYIO YTPO3y B JNIE
databrokers, koTopyo Heo6Xx0oUMO y4ecTb Ipu pa3paboTKe MporpaMmbl. Peup
UZIeT He TOJIBKO IO obecrieyeH e 6€30I1acHOTr0 XpaHeHsI ¥ KOHPV/IeHIIMaTbHOC-
TV MHGOPMAIUY, HO ¥ IIPO Pas3/IN4Hble METOABI BO3/IICTBMSA Ha COTPY/HUKOB
Ou3Hec-CTPYKTYp co cToponnl databrokers n3 darkindustry.



Kpome TOro skcrepTsl COIIIMCh BO MHEHUH, YTO ITO0OHAsI IIporpaMma siBjisi-
eTCs )KM3HEHHO HeoOXOAMMON He TONBbKO I 6AaHKOBCKOTO CEKTOpa, HO U UL
I1e7IOT0 pAfa Apyrux orpaciei poiHka. B wactHocT! Oliver Pahnecke ormern,
4TO Cpemy Hambosiee YyBCTBUTENBHBIX K 4elTOBeYeCKOMY (PaKTOPY KaTeropmit
OmsHeca CTOMUT BBIIENMUTb CIeAylOIIMe: MeAMIVHCKass OTpacib, cdepa
obpasoBanms, Big Data Companies, sHepreTudyeckass OTpacib, CTPaxOBbIe
KOMIIaHWY, KPeJUTHBIE COI03bI, cTapTanbl. 110 Mepe pa3pabOTKy MPOrpaMMBI,
CIIMICOK OTpaciieil, BEpOsATHO, OyIeT pacIMpATHCA.

BeiBop #4: Ha aTamne paspaboTKy IporpaMMbl, CJIEYeT YIeCTh TPU KIIYEBBIX
TpebOBaHUS.

[To wroram mpoOBemeHUS KPYIIOTO CTOMa IKCIEPTHl CHOPMYIMPOBaIN
clepytolye Tpe6OBaHUA K OyAyIIell mporpaMMme:

1. Orkas oT Macc-MapKeT MHCTPYMEHTOB;

2. Crporoe cobmofeHne 0ajgaHca MHTEPECOB HAEMHBIX COTPYIHUKOB I
paboTopmarerneii;

3. MHOI‘O(bYHKI_U/IOHa}IbHOCTb — IIporpaMma OOJ/DKHa HE TOJIbKO yKa3bIBaTb
Ha yA3BMMOCTU N CKPbITbIE YI'PO3bl, HO U BBIABIATD TOYKM pOCTa KOMIIaHUU B
ACIIEKTE HAJEOKHDBIX U IIEPCIIEKTUBHDBIX COTPYIHMKOB.

[TepBoe TpebOBaHNUe HANPAMYIO CBS3aHO C TeM, YTO JI0Oble Macc-MapKeT
VHCTPYMEHTBI C TOYKM 3peHNUA 0e30IIaCHOCTY MMEIT NOTeHI[Mal KPUTIIeCKO
yrpossl. Ilomo6Hble 00lIeOCTyNHbIE MHCTPYMEHTBI, B YaCTHOCTY, CO3[AIOT
OmaronpuATHbIE YCIOBUA i MHOQWIBTpanuy B OM3HeC HeZOOPOCOBECTHBIX
COTPYAHUKOB ¥ IIpefCTaBUTeNell KPMMUHAIBHBIX CyOKynbTyp. Kak ormermn
npodeccop Harvey Wolf Kushner: «3a nocnednee spems cipepa 6esonacnocmu
OueHb UIMEHUNACh. S 3HAl, YMo MHO2Ue KONNANChl 8 KOMHAHUIX B03HUKAIOM
U3-3a 4en08eueckoz0 Gaxmopa U OMmcymcmeus HeoOXo0umol nodzomosxu
compyonuxos. Iloamomy 6 pamkax HOB0L NPozpammbl He0OXOOUMbL CeUUAbHble
UHCMPYMeHMbL, KOMOPble 00CMYNHbL He 6CeM, IMO He Macc-mapkem. VI s 6vi xomern
YUACMB06amp 6 cO30aHULU CUCeMbl, 20e eIA6HYI0 POb uzpaem omoop Kaopos.
Taxas cucmema Heobxo0uma cetiuac 0ns PuUHAHC08020 ceKmopa, 071 OAHKO6, 0715
cmpaxoeoti ompacnu u m.o. VI camoe enasroe — ynop 6 cucmeme HyxcHo 0enamo Ha
ycmpareHue 4enoée4eckozo Paxmopar.

Bropoe Tpe6oBanue chopmymponana agpokat Onbra ITanuenko: «/[ns moeo
Umobvl MUHUMUSUPOBAMb Heslo8execKuli Pakmop, HeoOxo0umvl pyKoeoOsusue
UHCMPYKUUU, A He pekomeHOamenvHole. Yl 30eco moem 603HUKHYMb 80npoc, 6Y-
dem i Mo Hapyuamo npasa uenosexa, He 6ydem nu 3mo ouckpumurayueti. Koeoa
peuv udem 06 UHOUBUOYANLHOL OMEeMCIMBEHHOCU, 110 0esITNeIbHOCD Yeno6eKa
He sedem K nocnedcmeusam 07 konnekmuea. Ho xozda peuv udem o epynnosoti
meHOeHUUU — Bce MeHAEMCH, MO ectb PeKOMeHOAMenvHbIX UHCMPYKUULL yie
He00Cmamo4Ho, HeoOX00UMbL PYKOB0OSULUE UHCIPYKUUL.



Ilapaduema, xkomopyt movL npednazaem, 6e3ycno6Ho, cooepicum 6 cebe UMEHHO
PyK0B0OsUUE UHCMPYKUUU C OOHOU CHOPOHDL, ¢ Opy20li — OHA, 6e3Ycn08HO,
6ydem codepicamv 6anamc npas HAeMHvIX COMPYOHUKOS8 U pabomoodamerneti, 4mo
UCKII04aem KaxKyw-1ub0 OUCKPUMUHALUIO».

Tperbe TpeboBaHMe CBSA3aHO C TeM, YTOOBI Ha 9Talle BHEPEHNS NIPOrPaMMBbI
B OM3HeC-CTPYKTYpbl, HeOOXOAUMMO MaKCUMaJbHO WCKIIOUYNTh (akTop
npeny6e>xxJeHHOCTY cO CTOpoHbI coTpynHukoB. Kak ormernn Oliver Pahnecke
nofo6Has IporpaMma JAO/DKHAa CTaTb He TOJBKO BAXXHBIM WHCTPYMEHTOM
JUIsL B/IafiefiblieB M TON-MEHEe[PKePOB OM3HEeC-CTPYKTYp IO BBIABJICHUIO
CYIIECTBYIOIINX / CKPBITHIX / IOTEHI[MA/IbHBIX YTPO3, CBA3AHHDIX C YeTIOBEYECKIM
¢dakropom. OHa TakKe HO/DKHA CTaTb TBEPHON OHOpoil misd 3PdeKTUBHBIX
COTPYJHMKOB KOMIIAaHUM, KOTOpble Onarojapss 3TOMl IporpaMMme CMOTYT
YCKOPUTb CBOE BePTUKAIbHOE [BIDKEHME IO KapbepHOU jecTHuie. [lo cBoeit
IIpUpofie IporpaMMa JO/DKHA ObITh aOCOMIOTHO HeWTpanbHA. [JTaBHOI 3amadert
ABJIACTCS MUHVMM3AIVA BIVAHUSA Ye/I0BeYeCKOro (pakTopa Ha KpaTKOCPOUYHBIN
Y JOJITOCPOYHBIIT yCIIeX OM3HeC-CTPYKTYP.

BeiBop #5: YenoBeyeckuii hakTop ClefyeT paccMaTpUBATh UCKIIOYUTETHHO
KaK CUCTEMY.

Employee Selection, Insider threats, Behavioral stress m Human errors —
VIMEHHO 9TV YeTbIpe 9/IeMEHTa COBOKYIIHO CO3JAI0T CUCTEMY YeJIOBEYEeCKOTO
daxTOpa, KOTOPYI0 B paMKaX KpYyITIOTO CTONA NPENIOXKII K PacCMOTPEHMUIO
kpumuHonor Koncrantun Cro6onsHIOK.

IKCIlepThl He TONBKO TMOAAepKaau Takoi 4-element approach x pabore
C 4eloBe4eCKuMM (aKTOpPOM, HO M HPUIUIM K €IMHOMY MHEHUIO O TOM, 4TO
nr06ast MOMBITKA YIIPOCTUTH ITY L[E/IOCTHYIO CUCTEMY JJO YPOBHS PacCMOTPEHUS
OTZE/IbHBIX 3/IEMEHTOB, OyleT NPUBOAUTD K WIUIO3UM 0e30IacHOCTU U
(MHAHCOBBIM KOJIIAIICAM.

Co cBoeii croponbl podeccop Burtanmii JlyHeB OTMETIII, YTO C TOYKM 3PEHUS
IICUXOAMATHOCTUKY B paMKax HOBOJ IPOTPaMMbl HPUAETCS KOMOWHUPOBATb
IICUXOMETPUIECKIE VHCTPYMEHTBI, MPOEKTUBHBIE METOINVKNU U HABOKA/TbHBIE
TecTbl: «Koeda peuv uoém npo Employee Selection u Behavioral stress 6ydem
pabomamp cnedyouLas 3a6UCUMOCb — UueMm 007iee 6bICOKYI0 DONIHHOCTb 3AHUMA-
em compyoHux 8 uepapxuu KoMHaHuu, mem 007bule NPUOEMCS UCNONb308AMD
NPOEKMUBHBIX MemMOOUx 0N NOMyueHUs 00veKMUBHOL uHpopmayuu O0ns
NPUHSMUST petdeHULl U BHeCeHUsT He0OX00UMDIX U3MEHEHULI.

YpoBeHb COTPYHHMKAa B MepapXuy OIpefessieT 06beM OTBETCTBEHHOCTH,
YPOBHM [iomycka K KOHGUAeHIManbHOU MHPOpMauuy U OOBEM HaBleHU,
KOTOPBIiT Ha HETO OKa3bIBaeTCs. VIMEHHO II09TOMY I/I TOCTPOEHNA 00'beKTUBHBIX
IIPOrHO3HBIX MOJIe/Iel] ITOBeieHNI COTPYAHUKOB, HaM IIPY/IEeTCS CIIOIb30BATh KaK
IIPOEKTMBHBIE IICUXOAMATHOCTIYECKIIe METOAVKY, TaK 11 HABOKAJIbHBIE TECTBI».



CrarucTuka ¥ myOInIHbIi KOHCEHCYC

[Ty 6/maHBII KOHCEHCYC ITO BOIIPOCY Ye/I0BEYeCKOro paKTopa CTaJI pe3y/IbTaToM
cepuM OTYETOB, KOTOPBIE ObUIN MHUIMMPOBAHBI HE TOIBKO TOCYAApCTBEHHBIMU
CTPYKTypaMy, HO M BeAYIIMMM OpraHM3anVsAMU 10 KubepOe3omacHOCTH,
¢uHancoBbIMU yupexaeHusamu, CISO, a Takke aHAIMTUYECKUIMY Vi 9KCIIEPTHBI-
MM KOMIIQaHUAMU. [JIaBHBINI BBIBOJ, CBOAMTCS K HEOOXOAVMMOCTV paspelleHVis
K/II04eBoil mpobmembl B cdepe 0e30MacCHOCTM, a MMEHHO — Ye/I0OBEYeCKOro
dakTopa.

Kak yxe ObUIO OTMe4YeHO paHee, CETOfHA MBI HAXOAVMCHA B YHMKAJIbHOM
VICTOPUYECKOJ TOYKe, KOTJja IPeNCTABUTENV KPYIIHEMIINX KOHCAITWHIOBBIX
xomnauuii (McKinsey&Co), «6onblras yeTBepka» ayfuTopckux kommanmit (De-
loitte, PWC, KPMG, EY), n iensiit psag npodunpHbIX cTpykTyp (Merrill Lynch, In-
formation Security Media Group, Proofpoint, Cyber Security Hub) Beray>xgenso
IIPU3HAIOT TOT (PAKT, UTO C/IeyeT HANTY CUCTEMHOE pellleHNe 10 MIHYMM3AIN
BIMAHNA 4esloBedecKoro ¢akropa. B xofe MOATOTOBKM K KPYITIOMY CTOY
ObU10 M3y4eHO 6ormee 50 OTYETOB pa3MMYHBIX CTPYKTYp. O630p CTaTUCTUKY U
aHATIITHKY OBUT IIpeficTaB/IeH (prHaHCOBBIM skcriepToM IlaBmom IleguHoit:

- IIpnunna 95% HapyleHui 6€30IIaCHOCTY BO BCEM MMpPE B 4eTOBEYECKOM
daktope (omuem WEF «The Global Risks Report 2022»);

- 82% 3aperucTpUpOBaHHBIX KMOepaTak CBA3AHBI C YeTOBEYECKUM (PaKTOPOM
(otuet Proofpoint «Cybersecurity: The 2022 Board Perspective»);

- Ha 44% BBIPOCIIO Y1 C/IO MHIIMAEHTOB, CBA3aHHBIX C MHCANEPCKIIMM YTPO3aMU
(omuem Ponemon Intsitute «2022 COST of Insider Threats»);

- 4,24 MMJUTVIOHA JIOTUIAPOB - CPeHSASI CTOMMOCTbD YTeUKM TaHHBIX (omuem Pon-
emon Institute «2022 COST of Insider Threats»);

- CormacHo nccnepoBanuii IBM, 95% HapyuieHnit B cucteMe Knbep6e3omnacHoc-
TI, KOTOPBIE IPUBOJSAT K KOEpB3/IOMaM, IPOUCXOMAT IO BUHE Ye/TOBEKa;

- «Yenoseueckuii ¢pakmop A6nAemMcA OCHOBHOU NPUHUHOL OUHAHCOBBIX
npecmynnenuti». Tak 3BYYUT OCHOBHOJ BBIBOJ YIpaB/ieHUs (PUHAHCOBOTO
Hapzopa (FCA), xoropeiii 6b1 onmybnukoBaH B «PykoBopcTBe mo 60opnbe ¢
(bMHAHCOBBIMU NPECTYIIICHUSMM»;

- McKinsey&Co: «KubepnpecTynHuky Bce 4dalle HaIeIMBAIOTCA Ha
COTPYJHMKOB U [IPYTMX WHCAMJEPOB, MCIONb3ysd METOAbl COLMAIbHONM
VIH>KeHepuH, 9YTOObI 0OMAaHOM 3aCTaBUTh MX PasIIACUTh KOHPUEHIMAIbHYIO
MHPOPMAIVIO VN TIPEOCTaBUTD JOCTYI K cucTeMaM. [loBefieHne COTPYIHIKOB
Yl BHY TPEHHIE YIPO3bI ABJIAIOTCA ONHMMM 13 Hanboee 3HaYNTe/IbHBIX PUCKOB i1
K16ep6e30rmacHOCTY opraHu3anum». VICTOYHMK: «3amyTa KpUTUIECKN Ba>KHBIX
111 POBBIX AKTUBOB: He BCe CUCTEMBI U JaHHbIe ofHaKoBb» (McKinsey&Co);
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- KPMG: «®uHaHCOBbIE NIPECTYIUIEHNA 9aCTO COBEPLIAIOTCA NPY AKTUBHOM
y4acTuy Wi MOCOOHMYECTBe HAaHKOBCKUX CTYXKAIIMX MO0 C UCIOTb30BaHMEM
HEJJOCTaTKOB CUCTEMbl BHYTPEHHero KOHTpond. 88% cny4daeB (pMHaHCOBBIX
IIPeCTYIIEHNUI, 0 KOTOPBIX coobmmanoch KPMG, ObImy cBA3aHBI C y9aCTHEM WIN
CTOBOPOM COTPYIZHUKOB».VIcTOUHUK: «SICHOCTh (DMHAHCOBBIX IPECTYIUIEHUI B
6ankoBckoit chepe» (KPMG);

- PwC: B cratbe «Im06anbHBIN 0030p 9KOHOMUYECKMX IpecTyinennit PwC
2021: mpeBpaleHne pyucKa B YCTOMYMBOCTb» OTMEYAETCH, YTO IOYTH II0IOBMHA
BCEX 3KOHOMMYECKNX NIPECTYIIEHNI COBEPIIAETCS BHYTPEHHUMU Cy6’beKTaMI/I;

- Deloitte: B crarbe «YmpapneHue puckamy (DUHAHCOBBIX HPeCTYIUIEHUI»
OTMEYAETCA YTO MHCAMEPCKIE YIPO3bl IPEACTABIAKT 3HAYNUTEIbHBIN PUCK [
OpraHmsanui.

Takum 06pa3om, pesroMMpysl BbILIECKA3aHHOE, C TOPAOCTBIO 3asBJIseM, UTO Ha
6asze «VHcTHTyTa VMIHPOpManmoHHoi 6e3omacHOCcT» (ISI) B TeyeHue Gmmxaii-
X HECKOJBKUX MecsleB OymeT paspaboTaHa mporpamMma Mo MUHUMM3AIUN
B/IVISTHVS Ye/IoBeYeCcKOro ¢akTopa. B sakcmepTHYIO Ipynny BOVIYT CIIEIValyCThI
Y3 PasHBIX SKCIIEPTHBIX ¥ HAY4YHBIX OO/AcTell, TaKMX Kak: 0e30IacHOCTb,
ICUXONOTMSI, KPUMMHOMOTYS, YTOMOBHAsh OCTUIINS, mHbOpMaIMOHHAs
0e30I1aCHOCTDb, MEHTAIMTETHAS COCTABIISIONIAs], SKOHOMMKA U (DMHAHCHI, @ TAaKXKe
IIpaBa 4elloBeKa. BO3IIaBNUT 9KCIIEPTHYIO TPYIITy — Hay4YHBIl PyKOBOAUTENb IS]
Dr. Oner ManbuesB.
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